Abstract. One type of threat consistently identified as a key challenge for Critical Infrastructure Protection (CIP) is that of cascading effects caused by dependencies and interdependencies across different critical infrastructures (CI) and their services. This paper draws on a hitherto untapped data source on infrastructure dependencies: a daily maintained database containing over 2375 serious incidents in different CI all over the world as reported by news media. In this paper we analyse this data to discover patterns in CI failures in Europe like cascades, dependencies, and interdependencies. Some analysis results indicate that less sectors than many dependency models suggest drive cascading outages and that cascading effects due to interdependencies are hardly reported.
Introduction
Most nations and the European Union [1] have identified that critical infrastructures (CI) dependencies are causes of major concern. A failure within a single CI may already be damaging enough to society. However, when such a failure cascades across CI boundaries, then the potential for multi-infrastructural collapse and high catastrophic damages may be high. Various modelling and simulation efforts also stress the possibility of dependencies and cascading failure. But just how to rate this type of risk in comparison to other risk factors for CI, remains unclear. While probabilities are unknown, the magnitude of the consequences multi-sector collapse is so large that many argue that this factor alone pushes this risk to the top of national priority lists. Auerswald [2] calls CI dependencies the 'unmanaged challenge', which has proven to be less tractable than managing the vulnerabilities within a single CI: More pervasive and difficult to manage are the (inter)dependencies that exist among firms in different infrastructures. Most national CI protection (CIP) policies identify dependencies as a priority area. Adequately addressing this unmanaged challenge will draw substantial resources away from other CIP areas. The question is whether the risk associated with CI dependencies, and if so, for which set of CI, needs to be prioritised. A confrontation with empirical data, even if scarce or incomplete, may help in decision-taking and prioritising. So far, such efforts -as far as the authors know -are by and large missing. This paper draws on a hitherto untapped data source on CI dependencies: a database containing recordings of 2517 CI failures (as of July 30, 2008) and their cascading outages. The authors analyse this data to discover patterns in CI failures across different CI in the world, in Europe, and in the Netherlands.
The outline of this paper is as follows: in Section 2 we review the state of the art of current research on CI dependencies. Section 3 shortly discusses the scope, method and limitations of our analysis. In Section 4, we present our data analysis findings for Europe. Section 5 contains the conclusions and the implications of our analysis.
Dependencies -State of the Art
Most CI dependency literature use a theoretical modelling approach to dependencies, e.g., Rinaldi et al, [4] and Svendsen and Wolthuysen [6] . Most post mortem analysis reports about CI disruption incidents describe the incident from a single CI view, e.g., [9] . Cascading effects and dependency consequences are often hidden in government reports about their emergency response efforts to disasters, e.g., Von Kirchbach [8] . Other research focuses on the modelling and simulation of CI and cross-links between different CI sectors [3] . Generally spoken, these models are not based on real life data or on a full dependency analysis of past incidents. The empirical work in this paper discusses observations made on CI dependencies based on news and other reports about serious CI events. There exist, however, databases which focus on collecting empirical data of infrastructure incidents. Without exception, however, these databases focus on a specific environment, a single CI sector, or a specific type of risk. Examples of foci of such databases are for instance terrorism-caused energy infrastructure disruptions, process industry safety, electric power disturbances (e.g., national or European grid disturbance reports), radiological incidents, and aircraft incidents (e.g., [5, 7, 10] ). No databases have been found which focus on serious disturbances of all CI and the cascading effects using an 'all-hazards' approach.
Method
At the core of our analysis is a database with public reports of CI disruptions, collected from open sources like newspapers and internet news outlets. If possible, the data is augmented by official incident reports. An event in one of the CI sectors will be added to the database if there is a serious impact: only events are recorded which had a noticeable effect to society, e.g., at least 10.000 affected electric power customers. Daily occurring local and scheduled operational disturbances are excluded. For each event we record, e.g., affected CI sector and service, initiating event, the concerned organisation(s), start and end times/dates, country, affected geographic area and its size, description of the cause, threat category and subcategory, consequences/damages and impact, recovery process, and references. While data has been collected on a variety of countries in the world, for the purposes of this paper we focus on a subset: 1749 CI failure incidents in 29 European nations (95% of them occurred after 2000). Based on this subset, we empirically study CI (inter)dependencies. A CI dependency is the relationship between two CI products or services in which one product or service is required for the generation of the other product or service; a CI interdependency is a mutual CI dependency.
We understand that the data set and approach has limitations. We explored the validity of the findings by triangulating the Dutch national data with outage data from a Dutch CI operator. We also found self-similarities in the Dutch, EU and US subsets of the event database. However, we realise that the data is biased by the limited set of European languages (Dutch, English, French, German, Portuguese, and Spanish) which we use to identify and extract media reports. Another bias may be the reporting practices of news media as not every serious CI incident is reported by news media. Among other factors, the news reports likely reflect what the news outlets assume is of interest to their audience. It is not clear if and how our findings are affected by these limitations. We are not aware of any research that has studied biases in how the media report on CI failures. That said, we believe that in light of the overall paucity of empirical research on this topic our analysis contributes much needed data to the policy debates on CIP and the risk of CI cascading failure.
In our analysis, we will classify events in cascade initiating events, cascade resulting events and independent events. A cascade initiating event is an event that causes an event in another CI or CI service; a cascade resulting event is an event that results from an event in another CI or CI service, and an independent event is an event that is neither a cascade initiating event, nor a cascade resulting event. These categories are not mutually exclusive. Because an event can be both caused by an event outside a CI sector and propagate as another event outside the CI sector, some events are both a cascade initiating and a resulting event. This may cause the sum of initiating, resulting and independent events to exceed the total number of events (e.g., the "Total column" in Table 1 ).
The analysis below is performed at the level of CI services. This means that we only consider a cascading resulting event to be a dependency -and include it into the resultsif the event takes place in another CI service than the one of the cascade initiating event. For readability, most results below are aggregated to the CI sector level. Consequently, dependencies between underlying services within a CI sector appear as occuring within a single CI sector.
CI Dependencies in Europe 4.1 Number of Cascades
We have first analysed the data by distinguishing cascading events from non-cascading events (Table 1) . Interestingly, 29% of the reported incidents in Europe result from incidents in other services (501 of the 1749 events). Anecdotal evidence about dependencies and cascading sometimes conveys the sense of reporting on rather unlikely scenarios, suggesting that cascades are events of low probability and high consequence. Our data, however, shows that they are significant more frequent. 
Directionality of Cascades
Next, we established in which CI sector an event originates and which CI sectors are affected ( Table 2 ). The events that are not cascade-related are labelled no sector". They comprise disruptions due to a large range of external events (e.g., weather, deliberate human actions, and economical factors) and internal failures (e.g., human error, technical failure). Table 2 shows that the energy and telecommunication sectors are the main cascading initiating sectors. Energy is the only sector which initiates more cascades than it ends up receiving. When disregarding not cascade initiated events, the empirical data confirms that the dependency matrix is sparsely populated and that cascades are highly asymmetrical. The energy and telecommunication sectors cause outages in other sectors (60% and 24% respectively), but not many other CI sectors cause outages in energy, telecommunication and internet ( Table 2) . The affected energy, telecommunication and internet sector event percentages of 15%, 25% and 10%, respectively, are for a large part generated by services within these three sectors. In short, the dependencies are very focused and directional. In fact, one may want to stop talking about inter-dependencies, as this suggests a reciprocal relationship that the data simply does not warrant as occurring frequently. Actually, only two weak European interdependencies are recorded. This raises an important issue: does this mean that, while dependencies and interdependencies are everywhere, at least theoretically, they are rarely strong enough to trigger a secondary outage which is reported by the news media? Do they only occur after a longer period of disruption than is often the case? Or are these cascading outage events so hidden in the chaos caused by the primary CI outage and its effects that the press does not report on them?
The dependency of many sectors on energy and telecommunications has been reported widely. The Table 3 data suggests that the CI dependency on energy is substantially higher (taken mitigation measures into account) as 60% of all cascades originate within the energy sector, 28% in the telecommunication and internet sectors, and 5% in the transport sector, 3% in the water sector, and 4% in the remaining CI. 
Energy and Telecom Sector Services
A good practice is to strictly separate the office automation and the SCADA environments and to have a strictly controlled data exchange between these environments, if required at all. The Energy sector column in Table 2 shows that the energy sector is an important cascade initiating sector for almost all sectors. The second largest is the telecommunication sector. When we consider the energy sector services in Europe, it can be concluded that the initiating events for a large majority originate within the electrical power service (see Table 3 ). It can be deducted that serious disruptions of electric power has affected almost all CI sectors and services. When considering also cascading between CI services within a CI sector, 61 dependencies exist between the electrical power sector services generation, transmission and distribution. Only in four cases the oil and gas subsectors were affected. The telecommunication services fall apart in the backbone networks and their services, cable/CATV services, the fixed telecommunication infrastructure (e.g., POTS, DSL, leased line and alarm line services), and mobile telephony (incl. SMS). As the telecom sector column in Table 2 indicates, this sector is an important initiator for events in the financial services, the government services, and the internet and telecom sectors themselves. Due to the sector structure, disruptions of telecom backbones more seriously affect internet services than other telecom services. In the same way, the loss of cable/CATV services affects internet access and voice services. Detailed analysis of the database shows that the financial sector only seems to be affected by disruptions in the fixed telecommunications infrastructure in the functioning of automated teller machines and electronic payment systems. GSM/UMTS, emergency response and 1-1-2 services are affected by fixed telecom failures.
Escalation of Cascades
The domino theory suggests that serious CI failures result in a sequence of disruptions in other CI. Table 5 , however, shows that on average a cascade initiating event in the energy sector triggers 2,06 disruptions in other CI services. A cascade initiating event in the telecommunication sector on average triggers 1,86 disruptions in other CI services. Considering all events (including all independent events), Table 5 also shows that one out of two events in the energy sector triggers a disruption in another CI and just above two out of five events in the telecommunication sector triggers another disruption. Analysis also shows that 421 events or 24% of the 1749 events, are a first level of cascade event, 76 events (4%) are the result of a second cascade, and 4 events are caused by a third cascade. No deeper cascades have been found, neither in Europe, nor internationally. 
Conclusions
Our findings raise several important issues. First, while the current literature gives very little clues as to the probability of cascading failures, our empirical data suggests that such cascades are in fact fairly frequent. This forms a sharp contrast with the typical examples of events of low probability and high consequence that are often presented as evidence of the urgency of dealing with CI dependencies. Second, they question the validity of the Domino Theory of CI. While there are an almost unlimited number of dependencies and interdependencies among CI possible, i.e., there are many pathways along which failures may propagate CI sector boundaries, we found that this potential is not expressed in the empirical data on actual events. The cascades that were reported were highly asymmetrical and focused. The overwhelming majority of them originated in the energy and telecom sectors. This is not unexpected, but what is new is the fact that so few cascades took place in other CI sectors. Third, interdependencies far less occur than analysts have consistently modelled. We found only two cases on a total of some 770 CI failures. In short, while dependencies and interdependencies exist everywhere, they rarely appear to be strong enough to trigger a reported serious cascading CI outage. It is unclear whether this is because the CI operators manage the (inter)dependencies effectively or because the dependencies are not that powerful to begin with. In any case, it seems that CI are either more loosely coupled than the Domino Theory suggests, or that the CI dependencies occur at a more technical level not becoming visible to news reports. Of course, there are a couple of qualifications that go with this conclusion. First of all, our findings do not rule out the possibility of multi-sector failure, i.e., we still face the possibility of scenarios of low probability and high consequence. Second, even if the Domino Theory is misleading, that does not negate the fact that damages resulting from cascades initiated by the energy and telecommunication sectors can be substantial. The third implication of our analysis is that it does not support the idea that CI dependencies are the unmanaged challenge. While there is an intuitive appeal to this idea, it may in fact be a myth. If we assume a vast web of dependencies that can trigger cascades, then it seems inevitable that we end up with a shortfall in the governance of this risk. But the evidence suggests that even if we assume this shortfall to exist, it does not translate into frequent deep cascades. Dependencies seem to be anything but unmanaged. Nevertheless, governance is needed. For instance, the high reliability of electricity and other CI services is anything but guaranteed in Europe. Moreover, the CI sectors that depend on the energy and telecom sectors can improve their strategies to manage those dependencies. In sum, the sobering conclusion emerges that CI cascading dependencies are focused to a limited number of CI sectors, occur more frequently than expected, and do not often cascade deeply.
